Information Security Manager - Technology

Job location

Insert location

Job type

Insert job type: Full-time, etc.

Salary

Insert salary Range

We are eager to welcome our next Information Security
Manager. You will utilize your expertise in information
security to protect our organization's sensitive data and
digital assets. We believe that your skills will ensure that
all security measures adhere to the highest standards,
meeting every specification and regulatory
requirement. Collaborating closely with a diverse team
of IT professionals, developers, and stakeholders, you
will play a pivotal role in safeguarding our information
infrastructure with precision and efficiency.

HAYS

Responsibilities

Policy Development: Create and implement
information security policies, standards, and
procedures to protect organizational assets.

Risk Management: Conduct regular risk assessments
and vulnerability analyses to identify and mitigate
security threats.

Incident Response: Manage and respond to security
incidents and breaches, ensuring prompt resolution
and mitigation.

Security Tools: Oversee the deployment and
management of security tools and technologies.

Compliance: Ensure compliance with relevant security
standards and regulatory requirements (e.g., GDPR,
HIPAA, PCI DSS).

Training: Develop and conduct information security
training programs for employees to promote best

practices.

Audits: Coordinate and perform security audits and

Required Skills and Qualifications

Bachelor's degree in information technology,
Computer Science, or a related field.

5+ years of experience in information security
management or a related role.

Strong knowledge of information security principles,
practices, and technologies.

Proficiency in security tools and technologies (e.g.,
firewalls, intrusion detection systems).

Experience with regulatory compliance and security
standards (e.g., GDPR, HIPAA, PCI DSS).

Excellent problem-solving, communication, and
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	Responsibilities text: Policy Development: Create and implement information security policies, standards, and procedures to protect organizational assets. 

Risk Management: Conduct regular risk assessments and vulnerability analyses to identify and mitigate security threats. 

Incident Response: Manage and respond to security incidents and breaches, ensuring prompt resolution and mitigation. 

Security Tools: Oversee the deployment and management of security tools and technologies. 

Compliance: Ensure compliance with relevant security standards and regulatory requirements (e.g., GDPR, HIPAA, PCI DSS). 

Training: Develop and conduct information security training programs for employees to promote best practices. 

Audits: Coordinate and perform security audits and assessments to ensure the effectiveness of security measures. 

Monitoring: Continuously monitor and analyze security systems to detect and respond to potential threats. 

Reporting: Prepare and present regular security status reports to stakeholders and upper management. 

Collaboration: Work closely with IT teams, developers, and other stakeholders to integrate security measures into all aspects of the organization. 
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5+ years of experience in information security management or a related role. 

Strong knowledge of information security principles, practices, and technologies. 

Proficiency in security tools and technologies (e.g., firewalls, intrusion detection systems). 

Experience with regulatory compliance and security standards (e.g., GDPR, HIPAA, PCI DSS). 

Excellent problem-solving, communication, and organizational skills. 

Relevant certifications (e.g., CISSP, CISM) preferred. 
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